How to Find Subdomains of a Domain for
Security Testing

The fastest way to find all DNS subdomains for a domain is to run a subdomain finder, merge its
output with certificate transparency data and passive DNS sources and verify every name by
resolving it. Active techniques such as wordlist brute force and name permutation then fill the
remaining gaps. Each layer catches hosts the others miss, which is why serious teams never
rely on one tool.This guide takes a tools-first view. Instead of explaining theory at length, it
shows what each tool and method does, when to pick it and how to combine them into a routine
you can repeat. If you only need a quick answer, a free online scanner can find all dns
subdomains for a domain that public records already list and you can build from there.

find all dns subdomains
for a domain

Discover every hidden subdomain of a website.
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The advice here suits MSSPs, MDR providers, pentesters, bug bounty hunters and internal
security or IT teams. You will find a definition, an explanation of how finders work, a step-by-step
method, a comparison table, the main risks and a short list of verified facts.

What Is a Subdomain Finder?

A subdomain finder is a tool that discovers the subdomains under a parent domain by checking
public sources and sometimes by testing likely names. It returns hosts such as mail, dey,
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staging, or support. Security professionals call this subdomain enumeration and it is one of the
first steps in mapping an organization's external attack surface.

A subdomain is a label added in front of a registered domain. It exists only when someone
publishes a DNS record for it. That simple fact explains why finders work: DNS is public by
design, so any published name can be queried and certificate logs keep a record of names that
received public certificates.

Searches such as list all subdomains of a domain, get all subdomains of a website and website
subdomain checker point to the same need. Whatever the phrasing, the deliverable is a list of
host names that belong to one domain, ideally with proof that each one resolves.

How a Subdomain Finder Works

A subdomain finder collects candidate names, resolves them through DNS and filters the
results. Collection comes from passive sources, active guessing, or both. Resolution confirms
that a name points somewhere. Filtering removes duplicates and false positives, especially
those caused by wildcard DNS records that answer for every name.

Passive Sources

Passive sources include certificate transparency logs, passive DNS databases, search engine
results and web archives. They are quiet because they do not query the target's own servers for
each name. Passive enumeration is also fast, so it makes sense as your first pass.

Active Techniques

Active techniques send queries to learn new names. DNS brute force tries wordlist entries.
Permutation tools build variants of known hosts. Zone transfer attempts ask a name server for
its full zone. Reverse DNS checks look up pointer records across an IP range. These methods
find more, but they generate traffic, so they require permission.

Why Resolution Matters

A certificate log may contain a name that was retired years ago. Brute force may return
hundreds of answers that come from a wildcard record. Resolution and probing turn a noisy
candidate list into a confirmed list. Without that step, your report will include hosts that do not
exist and miss the ones that matter.

What the Mispar Tool Checks

According to its tool page, the Mispar Subdomain Scanner is free, online and requires no
signup. It checks public DNS records, certificate logs and known naming patterns and it does
not touch the target server directly. It is meant to surface forgotten items such as old staging



environments, test servers and marketing pages. The page also says plainly that no tool finds
every subdomain, so treat the output as a starting point.

How to Find Subdomains of a Domain, Step by Step

This routine moves from low effort to high effort. It works on Linux, Kali and Windows and each
step stands alone if you only need part of it.

Step 1: Confirm Authorization

Know who owns the domain and whether you have written approval for active work. Bug bounty
scopes can ban brute force or exclude some hosts. Passive lookups are low risk, but active
scanning of systems you do not manage can break terms of service or law.

Step 2: Run an Online Baseline

Begin with a no-install scan so you have something to compare against. Another quick way to
find all dns subdomains for a domain is to run the same free tool again after major launches and
compare dates, which turns a one-time check into a simple change log. Save every output with
a timestamp.

Step 3: Query Certificate Transparency

Search a public certificate transparency front end such as crt.sh for the domain and everything
beneath it, using the percent sign as a wildcard. Censys provides certificate search as well.
Remember that wildcard certificates hide individual hosts and that private certificate authorities
never appear in public logs.

Step 4: Run Passive Aggregators

Subfinder, Amass, Assetfinder and Findomain query many sources in one run and merge the
answers. Subfinder is designed for passive discovery. Amass, an OWASP project, supports both
passive and active collection. Adding API keys to their configuration usually widens coverage.

Step 5: Check Databases and Search Engines

VirusTotal and SecurityTrails hold passive DNS records, DNSdumpster displays records and
hosts for a domain and Shodan and Censys index services across the internet. Search engines
help too. Use the site operator with the domain, subtract known hosts with the minus operator
and repeat. This is the standard method for finding subdomains with google dorks.

Step 6: Ask DNS Directly
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Use dig to look up NS records, then request a zone transfer from each authoritative server. Most
will refuse, but a single success returns the whole zone. Also query MX, TXT, SRV and CNAME
records, since they often name other hosts or outside services.

Step 7: Brute Force and Permute

For active discovery, use a wordlist from SecLists or Assetnote with a resolver tool. Gobuster
has a DNS mode and dnsx and puredns resolve large lists quickly, with puredns built around
wildcard filtering. Then feed your known hosts into altdns, dnsgen, or gotator to create variants
like dev2, api-dey, stg and uat.

Step 8: Verify and Probe

Merge all files, sort and remove duplicates. Resolve everything with dnsx. Probe survivors with
httpx to see status codes and page titles. Mark each host as expected, unknown, or suspicious
and note any that return error pages that suggest a dangling record.

Step 9: Document and Schedule

Assign an owner and a decision to each host: keep, fix, or retire. Set a recurring date for the
next scan, because new subdomains appear whenever a team launches something.

Finding Subdomains Without Brute Force

Skip Step 7 and rely on Steps 3 through 6. You will leave a small footprint and avoid wildcard
false positives, at the cost of missing unusual names that appear in no public source.

Platform and Format Options

Linux and Kali are the most comfortable places to run these tools. Windows users can run the
same utilities through Windows Subsystem for Linux, or use browser-based services. A
subdomain finder Python script can run on any system with Python and GitHub hosts many, but
read the code before you run it. A subdomain finder Chrome extension is convenient but only as
good as its data source and a subdomain finder API fits scheduled automation.

Why Security Teams and MSSPs Need a Subdomain Finder

Security teams need a subdomain finder because a host you do not know about is a host you
cannot protect. The Mispar tool page says most breaches do not start at the main website. They
start at a subdomain nobody remembers, such as a staging server that was never shut down or
an old test login running outdated software.

Shadow IT and Orphaned Assets



Teams launch campaign sites and test servers, then move on. Vendors set up portals and
disappear. The hosts stay in DNS, unpatched and unmonitored. That is shadow IT in practice
and attackers use reconnaissance to find exactly these leftovers.

Client Onboarding for MSSPs

A subdomain list gives an MSSP a concrete picture of a client's external footprint before service
begins. It supports scoping, shapes monitoring priorities and helps analysts tell normal hosts
from surprises. For MDR teams, the same list explains which names should appear in telemetry.

Recon for Pentesters and Bug Bounty Hunters

Subdomain enumeration for bug bounty and pentest work is the opening move. A deduplicated,
resolved list shows where to look for exposed admin panels, old software and weak
configuration. Many testers also feed the list into scanners, but only after confirming it is in
scope.

Subdomain Takeover Risks

A subdomain takeover occurs when a DNS record, often a CNAME, points to an external
service that no longer exists and the provider allows someone else to claim that name. The
result is a stranger serving content from your subdomain. Defenders find these by resolving
every host and checking where each CNAME leads. OWASP lists subdomain takeover as a test
case in its Web Security Testing Guide.

Finding Subdomains for an SEO Audit

Marketers also benefit from a subdomain list. Search engines often treat subdomains as
separate sites, so stray test hosts can end up indexed and compete with the main site. Use the
site operator with the domain and exclude the main host to find indexed subdomains in Google.
Whether to choose a subdomain or a subdirectory depends on structure and ownership, so
there is no single rule. A competitor subdomain finder search is reasonable when it relies on
public data.

Key Features to Look For in a Subdomain Finder

When you compare tools, look for the following traits.

Source variety: certificate logs, public DNS and other passive feeds together.
Wildcard handling: the tool should detect wildcard DNS and discard fake answers.
Verification: names should be resolved before they appear in results.

Naming patterns: common names such as deyv, test and staging should be checked.



e Non-intrusive by default: passive discovery that does not touch the target directly is

safer.

Honest limits: be skeptical of any promise of a complete list.

Low friction: no signup and no install save time during quick checks.

The Mispar scanner fits several of these. It is free, online, signup-free and uses public DNS
records, certificate logs and naming patterns, while stating its own limits openly.

Free vs Paid Subdomain Finder Tools

Free tools are enough for most baseline work. Subfinder, Amass and Assetfinder cost nothing
and online scanners give instant results. Paid platforms usually add historical DNS data, larger
indexes and higher API limits. Since pricing changes often, check vendors directly. In a
Subfinder vs Amass decision, Subfinder is the lighter and faster passive option, while Amass
offers broader collection and mapping with more setup.

Comparison Table: Subdomain Finder Tools at a Glance

The table below summarizes where each option fits.

Tool or method

Mispar
Subdomain
Scanner

crt.sh

Subfinder

Amass

Assetfinder

Type

Online, passive

Online, passive

Command line,
passive

Command line,
passive and
active

Command line,
passive

Need to
install?

No

No

Yes

Yes

Yes

Best for

Free quick baseline
without signup

Names from certificate
logs

Fast multi-source
discovery

Deeper collection and
mapping

Lightweight quick lists

Keep in mind

A starting point,
not a complete
audit

Wildcard
certificates hide
hosts

More sources
work better with
API keys

Heavier setup

Fewer options
than larger tools



DNSdumpster Online, passive No Visual view of DNS Coverage

records and hosts depends on its
own data
dnsx and Command line, Yes Resolving big lists and Needs a good
puredns active wildcard filtering input list and
permission
dig Command line, Yes NS, MX, TXT, CNAME Manual and
active and zone transfer narrow in scope
checks

Common Mistakes

These errors cost time and weaken results.

Using only one source and assuming the list is complete.
Ignoring wildcard DNS and reporting fake hosts.
Treating every certificate entry as a live host.

Skipping a recheck schedule.

Running active scans without approval.

Leaving discovered hosts without owners.

Interesting Facts About DNS and Subdomains

Each point below comes from a standards document or a named project. No reliable public
statistic says how many subdomains a typical organization has, so be wary of any article that
gives one without a source.

e RFC 6066 defines the Server Name Indication extension for TLS, which lets many host
names share one IP address. This is why scanning an IP range alone does not reveal
every subdomain.

e RFC 1034 specifies that a CNAME record cannot coexist with other data at the same
name, which shapes how teams point subdomains at outside services.

e RFC 2308 defines negative caching, meaning resolvers may cache the answer that a
name does not exist. This affects how repeated brute-force queries behave.

e The Public Suffix List, maintained by a Mozilla-led community project, helps software
decide where a registrable domain ends and subdomains begin.

e NIST published SP 800-81-2, the Secure Domain Name System Deployment Guide,
which gives government and industry guidance on running DNS safely.

e OWASP Amass is an open source project under the OWASP umbrella and it is widely
used for attack surface mapping and subdomain enumeration.



Conclusion

To find all DNS subdomains for a domain, layer your sources, verify every result and repeat the
check on a schedule. Start with passive data, add active techniques only with permission and
finish with probing and triage so each host has an owner. A subdomain finder is the fastest first
step and the methods in this guide supply the depth.For a free, no-signup baseline, try the
scanner from Mispar, a platform built for MSSPs, then compare results after each major release.
Small, regular checks catch forgotten hosts early. More about the platform is available at Mispar.

Frequently Asked Questions (FAQS)

How do | find all DNS subdomains for a domain?

Combine certificate transparency logs, passive DNS sources, search dorks, direct DNS queries
and, with permission, brute force and permutations. Resolve every name and remove
duplicates. No single tool is complete.

Is a free subdomain finder accurate?

It is accurate for the sources it checks, but it cannot guarantee a complete list. Free tools use
public data such as DNS records and certificate logs, so some names will be missing. Verify
results with a second method.

What is the difference between passive and active enumeration?

Passive enumeration collects names from existing public data, such as certificate logs. Active
enumeration sends queries, such as brute force or zone transfer attempts, to find more names.
Active methods need authorization.

Can | find subdomains without brute force?

Yes. Certificate logs, passive DNS databases, search dorks, web archives and DNS record
clues all work without a wordlist. You may miss unusual names, but the footprint is small.

What should | do after | find all the subdomains?

Resolve and probe each one, assign an owner and decide whether to keep, fix, or retire it.
Check CNAME targets for dangling records and schedule the next scan.

How often should | run a subdomain scan?
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Regularly, because new subdomains appear with every launch or test environment. Many teams
scan monthly or after major releases. Compare each result with the last one and investigate
anything new.
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